
Jivetel Communications, LLC
2 Stag Ct

Suffern N.Y. 1(D01
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January 17'&20ll

Marlene H. Dortch
Office of the Secretary
Federal Communications Commission
445l2th Sheet, SW Suite TW-A325
Washington,DC 20554

RE: EB DocketNo.06-36
Customer Proprietary Network Infonnation (CPND Certifications
Under 47 C.F.R. $64.2009(e)

Dear Secretary,

Attached please find our annual CPNI filing for 2010 affirming our compliance along
with all required documentation.

Siqqerely,
U  [  ^ r  I

/t*-U;tt<W
Israel Fleischer
Member
Jivetel Communications. LLC

cc: Best Copy and Printing, Inc., via email (FCC@BCPIWEB.COM)
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I,Israel Fleischer, Member of Jivetel Communications, LLC, certiff that I am an officer of the
company named above, and acting as an agent of the company, that I have personal knowledge
tha! the company has established operating procedures that are adequate to ensure complianci
with the Commission's CPNI rules. See 47 C.F.R $ 64.2001 et seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining how
Jivetel Communications, LLC's procedures ensure that the company is in compliance with the
requirements set forth in Section 64.2001 et seq. of the Commission's rules.

FCCAnnual Filing

Title:Member
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Jivetel Communications, LLC has not taken any actions (proceedings instituted or
petitions filed by a company at either state commissions, the court system, or at the Commission
against data brokers) against data brokers in the past year. Companies must report on any
information that they have with respect to the processes pretexters are using to attempt to access
CPNI , and what steps companies are taking to protect CPNI.

Jivetel Communications, LLC has not received any customer complaints in the past year
concerning the unauthorized release of CPNI (number of customer complaints a company has
received related to unauthorized access to CPNI, or unauthorized disclosure of CPNI, broken
down by category or complaint, e.g., instances of improper access by employees, instances of
improper disclosure to individuals not authonzedto receive the information, or instances of
improper access to online information by individuals not authorized to view the information).

FCC Annual Filing
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Exhibitc(A))

Jivetel Communications, LLC
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Jivetel Communications, LLC
2 Stag Court

Suffern, NewYork 10901

Compliance Requirements

Jivetel Communications, LLC ("Company") maintains the following operaling procedures to ensure compliance with
the requirements set forth in Section 64.2001 et seq. ol the Commission's rules.

Speilon 642ms Usc of custoDer proprietary uetwork hfortlstion without customsr
approvaL

(a) Any telecosununicstions carrior may uso, disctosq or pormit aoossf, !o CFNI for the prpose of
providing or markeing servlce offerlqs among tbe 0at€gqi!6 of sorvlce (i.e,, local inrerexclrungq and
CMRS) !o lvhich dro ortomer already subscdbos tsa ths sane canier, wiftout customor apprwal.

(l) If a telccomnunlcatiom carrien provldes diftrent oatogoies of service, aud a customor
$Sscribos !o more trau one odegory of servicc otrocd by the carrior, the carrisr is permittod to slrare
CPNI amongthecsrirlr's affiliated entities $atprovide aseruice ofhring to tlrc cus0omer.

(2) If a telecoruruuications carria providos ilifetsrt catogorles of servioo, but a customar alocs
not cubscrlbe to moro rhen ene otrcring by tbs carier, fbs carrier Is not pornlfied to slnro CPNI wl& it
affiliates, occopt as provided in 96420070).

(b) A telecommudoations carrier may not use, disclosg or pennit access to CPM to markst to a
'orstortrqr senioe offidngs that a& within a catogoty of sxvice to vthich lhe subscriber doos aot alroady
subscribe ftom thafi canio, unloss that carrisr has custompr appmval to do so, exaept as doscribed in
paragnph(c) of this section.

( I ) ,A wiroless provirlor may use, disoloso, u permit acoess b CPNI derived tom in provision of
C.MRS, whhod cusforner approva! for he provisioo of CTB and infmmation servicc(s), A wirpline canicr
may use,, disclous or porudt acosss to CFM dsived fon its provision of haat oxohange servbo.or
lntaexc,bango seMco, without cusfom* apploval, for {re provision of CPB and call answering voloo nail
or nessaging rnoico storage and rgtrleval sewicer, fa:c srore md farv{arq aod protocol conversion,

(2) A telecomuuaicadons carier may not use, disclose, orporrrit accoss t0 CFNI to identif or
traek ouetorrlsrr tlut call oompeting servico providors. For otamplq a local exchango cartier may not uee
local suvice CPM fo tack all customers that call local servicc competitors.

(o) A tetecowruulcatiorns canier uy use, disolosa, or pamit aocess to CPNI, without customer
approval, as deecribed in this paag?ph (c).

(l) A telecommnr.ioations carrier may uso, disclose, or petmit aocoss to CPNI witlrout ol$toruer
approval, in its provision of inside wfring insallation, maintenanoo, afld repalr serviqes.

(2) CMR$ providcrs rnay use, dioclosc, or permlt access to CPNi for tho purpose of condu*ing
research ou thp hsoltheffccls of CXvIRS.



(3) LECs, CMRS providers, and interconnected VoIP providers may use CPNI, wi$out customer
approval, to nrarket services formerly known as adjunct+o-basic services, such as, but not limited !o, speed
dialing,..cornputer-provided directory assistarc€, call rnonitoring, call tracing call blocking call'rdturn,
repoat dialing, call fiacking call waiting, caller LD., call forwarding and certain Centrex featriies.

(d) A telecommunications carrier may use, disclose, or permit access to CFNI to protect the rights
or property of the carrier, or to pro-tect users of those servicos and othpr oarriers tgrnggdug! "bHlglt

Response1:Th-e Contpany has adopted ryectJte CPNI policles to ensilrc that, fu lhe absence of customer apprcval,
CPNI ls only used by the Company to provtuIe or rnffkel senice offefings among the categoriec of
semtce (1e., Iocol, interexchange, and CMRS) to whtch the castorner already subscribu. The
Compony's CPNI poltcios prohtbtt the sharing of CPNI toW atfrIiakn campanies, excqt as pennttted
andet &ule 6a.2005(a)(1) or with cuslomer approval pwsuant to Rale 64.2007(b), The ottty atcEtiotry
to these pollcla are as permitted under 47 U,S.C. S 222(d) snd Rule 64.200i.

Section 64.2007 Approval requireil for usc of custoner proprletary nctwork informatlon.

(a) A telecomrnunicatious carier may obtain approval through written, oral or electronic
methods.

(i) A telecommunications carrier relying on oral approval shall bear the burden of demonstrating
that such approval has been given in compliance with the Commission's rules in this part.

(2) Approval or disapproval to use, discloso, or pemrit access to a customer's CPNI obtained by a
telecomnrunicatio$ carrier must rernain in effect until the customer revokos or limits such approval or
disapproval.

(3) A teleoommunications carrier must maintain records of approval, whether oral, written or
glecuonic, for at loa$ one yoar.

(b) Use of Opt-Oat and Opt-ln Approval Processe,r, A telecoumunications carrier may, subject
to opf-out approval or opt in approval, use its customer's individually identifable CPNI for the purpose of
marketing conrmunications-related services to that customer. A telecommunications carrier may, subject to
opt-out approval or opt-in approvat, disclose its customer's indMdually identifiable CPNI, for the purpose
of ma*eting communications-relaled services to that customer, to its agents and ib affrliates tlnt provide
communicatious-related sgrvicas. A felecommunications oarrier rnay also perndt such person or entities to
obtain acoess to such CPNI for such purposes. Except for use and disclosure of CPNI that is permitted
without customer approval under secdon $64.2005, or that is described in this paragraph, or as ottrerwise
provided in section 222 of tbe Communications Act of 1934, as a$ended, a telecommrmications carrier
nay only use, disclosg or permit access to it$ customer's individually ideutifiable CPNI subject to opt-in
approval,

SG 3i71" Company does not usa CPNI for any paryov (including ma*eting commanication*related
semices) awl doet nol dlsclose or grart aecess to CPNI to uny party (includtng to ogarls or alliliotes thst
provtde commanicstlons*related servlces), except a$ pennilted under 47 U,S.C. $ 222(il) end kde
64.2045.

Response 2: bt all circamstonces where eastomer approval is requirecl to use, dlsclose or permlt access to CPNI, the
Conpany's CPNI pollcles requlre that the Company obtain customer a.ppfoval lhrcagh wttlten, oral or
elcclronic methods ln compllance wttlt Rule 64,2007. A castorflet's approvd or illsapproval remalns in
elfea unfil the castomet revokes or limlts the approvol or dlsapproval The Company malntabu rccords
oJ cuslomu opprcval (whetlrcr wrltten, orul or electronic) for a minimam of one yeat



Section 64.2ffi8 Notlce required for use of customer proprietary network information.

- (a) Notification, Generally. (1) Prior to auy solicitation for customer approval, a
telecominunications carrier rrust provide notification to the custorner ofthe customer,s right to ristriJ use
of, disclose ofl and access to that customer's CpNI.

--_ 9> _A telecommunications carrier must mainbin records of notification, whether oral, writtcn or :

(b) Individual nolic9 to sustomers must be provided when soliciting approval ro usg disclose, or
permit access to customers' CPNI.

(c) Content of Notice. Custorner notification must provide sufficient information to enable tlre
custorner to make an informed decision as to whether to permit a carrier to use, disclose, or permit access
to, the customer's CPM.

(l) The notification must state that the cuslqmor has a riglt, aad the carrier has a duty, under
foderal law, to protect the con{iderrtiality of CpM.

(2) The notification must speci$ tho types of iuformation &at oonstitute CPM and the specific
entities that will receive the CPNI describe the purposes for which CPNI will be used, md inforrn the
customer of his or her right to disapprove those uses, and deny or withdraw access to CPNI at any tine,

(3) The notifioation nust advise the customer of tle precise steps the customer must tako in order
to grant or dcny acc€ss to CPNI, and must clearly state that a denial of approval will not affoct the
provision of any sewices to which the customer subscribes. However, carrien may provide a brief
statemetrt in a clear and neutal language, desclibing consequetrc'es directly resulting from flre lack of
access to CPNI.

(4) The notification must be comprehensible and must not be misleading.

(5) If uritlen notification is provided, the notice must be clearly legible, use sufficiently largo
fype, and be plaoed in an arca so as to be readily apparent to a customer.

(6) If any portion of a notification is translated into anothol languagg then all portions of the
notification must be translated into tbat language,

(7) A carrier may state in the notiffcation that the oustomer's approval to uso CPNI rnay enhance
0te oanier's ability to offer products and ssrvices tailored to the custorner'g needs. A canior also may state
in the notification that it may be compelled to disclose CPNI to any person upon affirmative wdtten request
by the customer.

(8) A canier may not include in the notification a$y Btatement attempting to encourage a customer
to fieoze ftird-parfl access to CPNI.

' (9) ThE notification must state that any approvaf or denial of approval for tlrc use of CPNI
outside of the servioe to which the customer alroady subscribes from that carrier is valid until the customer
affirmativcly revokes or limits suoh approval or denial.

(10) A telecommunioaXions carrier's solicitation for approval must be proxirnate to the
notification of a customer's CPNI rights.

ReSpOnSe A:The Compsny's CPNI policies rcqalre th€t cttston er$ be not(ftad af theb rights, anrl the Company's
oblwalionc, with respect to CPiyr pfior to ary so&citationJbr custonter approvaL All requlred caclon er
nollces (vhether vdtten, oral or electrcnic) eontply witlt the rcqairemenls of RuIe 64,2A08. The



Response 4:

Compuny maintains records of all reqatred ewtomer notices (whether wrillan, oral or electronic) for a
mhiwtnof one jean

(d) Nottce Reqairements Specifc to Opt-Out. A tBlecommunications carrier must provide
notification to obtain opt-out approval througlr etectronic or witten methods, but not by oral
communication (except as-provided in paragraph (g of this section). The contents of any such no#.u6on
must comply with the requirements of paragraph (o) of this section.

(l) Caniers must wait a 3o-day minimum poriod of tirne after giving customerc notice arrd an
opportunity to oPt-out before assuming customer approval to use, disolose, or permit access to CpNI. A
carrier may, in its discretion, provide for a longer period. Carrierg must notify custome$ as to the
applicable waiting period for a response before approval is assunxed.

(i) In the case of an elecfronic form of notification, the waiting period shall begin to run &om the
date on which ihe notification was sent; and

(ii) In the ca.se of notification by mail, the waiting period shall begin to nrn on the third day
following the date that the notification was mailed.

@ Carriers using the optou! mechanism must provide notioes to their customer:s cvory two
years.

(3) Telecommunisations carriers that use e-mail to provide opt-out notices must comply with the
following requirements in addition to the tequiremeuts generally applicable to notifioation:

(i) Caniers must obtain express, verifiable, prior approval tom consumers to sond notices via e-
mail regarding their sorvice in generat, qr CPNI in partlcular;

(ii) Caniers must allow cu$tomers to reply directly to e-mails containing CPNI notices in order to
opt-out;

(iii) Opt-out e-mail noticos that aJe reilmed to the carrier as undeliverable must be $ent to tbe
.oustomer in anothor form before carricrs may concider the cu$tomer to have received notice;

(iv) Caniers tbat use e-mail to send CPNI notices must essrtre that ihe subject line of the message
clearly and accurately i&.ntifies the subject matter ofthe e-mail; and

(v) Telecommunications caniers uust make available !o 6very customor a metbod to opt-out that
is of no additional cost to tle customer and that is availa,ble 24 hours a day, seveo days a week. Carriers
may satisft this requirement tluough a cornbination of methods, so loug as all customErs have the ability to
opt-out at no cost and are able to eff€stuat€ fhat ohoim whenever they choose.

S€ 5 i Tft" Compmy ilaes not currcntly sollctt "opt outn custnmer approvol for the use ot ditclosare af CPNI
The Company elow not use CPNI for any purpov (incluiltng mwkeling contmnnlcaliotrs-rehted
senices) and does not dlsclose or grunt tcceff to CPNI m any pttily (lncladtng u agents or affiIlates that
provlde commxnleattons-relaled vmlces), arcept as permitted under 47 U.,S.C. $ 222(d) and fule
64.200s.

(e) Notice Requirements Specific to Opl-In. A telecornmunioations canier may provide
notification to obtain opt-in approval tbrough oral, written, or electronic methods. The contents ofany such
notification nrust comply with the requiremsnts of paragraph (o) of ttris section.

ReSpOnSe 6:The Conqany does not catently sollclt t'opt lntt custonter approvalfot the use or dlsclosure of CPNL
The Company does not use, dlsclnse or grunt flcces{ to CPNI for frny purpotq to any pnty ot in any
mannet lhat would requlre a cr$tom&r's "opt irrr (q,proval under the Commlslon's CPNI Rules.

4



(f), Notice Requirements Spectfic n One-Tlme Use of CPNI. (l) Caniers may use oral notice to
obtain linited, one-tim€ use of CFM for inbound ancl outbound custom€r telephone contacts for *re
duration'of tho call, rogardless of whether caniers use opt-out or opt-ir approval baied on ttre natrse of *te
Contact.

(2) lhe contents of any such notification must comply with the reguiroments of paragraph (c) of
this section,cxcept that Elecomrnunications cariers may omit any of tire following rrctice provisions if not

(i) Caniert need not adviso oustomers that if they have opted-out previously, no aotiou is needed
to maintain the opt-out election;

(ii) Cariers need not advise customers that rhey may sharo CPNI with their affiIiatos or third
parties and need not name those entities, if the lfunited CPNI usage will not result in use by, or disclosure
to, an tffiliate or third parfy;

(iii) Caniers nced not disclose tle means by which a customer can deny or withdraw futur.e access
to CPNI, so long as carriers explain to customers tlat the scope of the approval the carrier seeks is timited
to ono-time use; and

(iv) Carriers may omit disclosure of the precise st€ps a customer must take in order to grant or
deny aocess to CPNI, as long as the oanier clearly communicates that the customer can deny access to his
CPM for tlre call.

ReSpOnSe 7 i In instances vhere the Con potty seels one-thtte customer approvalfor the use or disclosure of CpM,
the Company obtalns such upproval ln acconlance wilh the dlsclosares, methods aad requiremants
cowalned in Rale 2008fi.

$ection 64,2009 Safeguards required for use of customer pmprietary network lnformation.

(a) Tolsoommunioations cariers must implement a system by whioh the status of a customor's
,CPNI approval can be clearly established prior to rlre use ofCPNI.

RespOnse 8: fn" Compuny's billing systen allows authorized comprn! parconnel to easlly datermine the stalus ol a
cuslomer'$ CPNI approval on the cactomet accounl serecn prlor to the use or ditclosure of CPNI.

(b) Telecornmunications carriers must train their personnel as to when they arc and are not
authorized to use CPNI, and carriers must have an express disciplinary process in place,

RgSpOnSg g1 The Company has establlshed CPNI compliancepollcles that include employee fiolnttg on rcstriclions' 
on the use ond dhclosvre of CPNI ond requlred sateguards to Wotect agdnst uneuthorl4ed use or
tlisclosure of CPNI Employeu hava s$ned that they anderctard the CPNI pollcles snd a violation ol
those policies wtll revlt in disciplilnry aetion,

(c) All carriers shall maintain a record, elechonically or in some other manner, of their own and
their affiliates' sales and marketing campaigrs that use freir custorners' CPNI. All caniers shall maintaiu a
record of ail instances where CPNI was disolosed or provided to third pfiies, or where third partios were
allowed access to CPNI. The record must include a desoiption of sach campaign, the specific CPM that
was used in the campaigo, a$d what proilucts and services were offered as a part of the campaign. Carriers
shall retain the record for a minimum of one vear.

ReSpOnSe 1A:7'1r" Company's CPNI pottcles reqatre thot all sales and. mtrketing compnlgn$ includtng those attttzw
CPNI be rccorded and kept on fiIe for at lesst one year. Recotds are also matntalned for disclosure or
uccess to CPNI by thtul pa.rtles, The recorils lnclude lhe reqaired lt{otmaion Iisted in RuIe 61.20a9ft),



(d) Telecommunications catiers must establish a supervisory review process regarding canier
compliance with the rules in this subpart for out-bound marketing situations and ni*ntain reJords oi capier
compliance for a minirnum period of 9ne year. Specifically, sales personnel must obtain supervisory
gprq*l of any proposed out-bound mar.keting reguest for otrstomer approval.

Response 1 the company,sCPNI pollcles require anptoyees to obtain approval from the Company,s ChNI
er fu sll mqrkarrg cawaisns, incladittg thow atilltrllg CpNf, prior to-tntttatins thor

cawpatgn. Reeord of the merkeling cmnpatgns, atong wltlt lhe appruprlste $apewisory qryov"I 6
rruintatnedfor ct least one yoar,

(e) A telecommunications carrier must have atr officer, as an agent of the canier, sign and file
witb the Commission a cornpliance certificafe on an annual basis. Tho offiier must state jn tlre cirtification
that he or she has personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the rules in tbis subpart Ttre canier musr provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with tlre rules in ttris subpart In addition, the canier must include an expianation of any
actions taken against data btokers and a summary of all customer complain8 received in the past year
conceming the unauthorized release of CPNI- This filing must be made annually witb the Enfbrcement
Bureau on or bofore March I in EB DocketNo. 06.36, for data pertaining to the previous calendar year.

ResponSe lhhc required olJicer ceiltficatton, actions tohen ogainst data brokers and summary of customer
comphlnt documetus are lncluded wilh this accompwytng statemenL The Company wttt flle thae
documenls on an annual basb on or befote March I for data peilalnlng to the previous calendor yean

(f) Caniers rnust provide writren notico within five business days to the Commission of any
ifftanc€ where the opt-out meohanisns do not work properly, to such a dogee tlat consumers' inability to
opt-out is more than an anomaly.

(1) The notice shall be in tte forrn of a leffer, and shall include the canier's name, a desoription of
the opt-out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it will be/was
irnplerneuted, whother fhe relevant state commissionG) has'beeu notified and whether it has takon any
action, a copy ofthe notice provided to customers, and contact information.

(2) Suoh notice must be subrnitted even if ths carrier offors other methods by which consumers
nlay opt-out.

RespOnse 13lne Compnry does not currently solictt ropt otrl'cnstlmer approvalfor the ase or dkclosure of CPNL

Section 64.2010 Safeguards on the disclosurc of customer proprietary notwork information.

{a) Safeguarding CPNL Telecommunioations carriers must take reasonable measures to discover
and protect against attempts 0o gain ulauthorized access to CPNI, Telecommunications carriers must
properly authouticate a customer prior to disclosing CPNI based on customer-initiated talephone contact,
online account acc6ss, or an in-storE visit.

ReSpOnSe 14fn" Company's CPNI poticies onrl employee trdhing include reasonahle meilsures to dlscover and
protect agatn$ activity tha l$ lt dtcatlye of pretuling and employees are Instructed lo noffi lhe CPNI
Cotttpllnnce Olftcer if any such acttvlty ts suspected.

(b) Telephone access to CPNI. Telecommunications caniers may only disclose call detail
information over the telephone, based on customer-initiated telephone contact, if the customer frst
provides the carrier with a password, as described in paragraph (e) of itris section, that is not prompted by
the carrier asking for readily available biographical information, or account information. If the customEr
does not provide a password, the telecqmmunications canier may only disclose call detail information by
sending it to the customer's address of record, or, by calling tho cu$tomer at the telophone number of
record. If lle customer is able to provide call detail information to the telecommunications curier during a



customer-initiated call without the tetecommunications canier's a$$istance, then the telecommunications
carrier is permitted to discuss the call detail infomation provided by the customer,

ReSpOnSe 15The Company's CPNI potlctes ensurc lhat a castomer is only able to acc4ss caII detail lnlormatlon over
the telqhone tn one of the wdys listed in RaIe 64,2010(b), If the castomer cannot remember their
ptssword, they are ptompted lo answet a secarily qaestion. Nelther the poxworil ,tot the secarity
gyglgg9*..pqte4g!_7gr!1!y gvailable btographtcal infornation ot aceount informqtlon CVstomir

src inslruxted to aathet licate cuslomers ovet lhs telephone tn all lrutances exiept
in the cae where the customer pravldes the coII detall tnfotmdtion withowt the assisnnce of ihe
Company.

{c) Online access to CPN/. A telecommunications camier must auth€nticate a cuslomer without
the use of readily available biographical information, or accorut information, prior to atlowing the
customer online access to CPM related to a telecommunications service account. Once authenticated, the
customer tnay only obtain online access to CPNI relaled to a telecomnunications service account tlrough a
password, as described in paragraph (e) ofthis section, that is not prdmpted by the carier asking for readily

access to may
who, at a carrier's retail location, fir$t prescnts to tlre telecommunicatious carrier or its agent a valid photo
ID matching the customer's account information,

e 16: The company authenticates cuslomers without the use ol readity avaitable biographical or account information prior to
on access to CPNI related to an account. Once authenticated, the customer may only obtain access to CPNI through a password,

is not prompted by readily available biographical or account information.

l7: The Company does not have retail iocations.

(e) Establishment of a Pastword and Back-up Authentication Methods for Lost or Forgotten
Passwords. To establish a password, a tslecommunications canier must authenticate tho customer wi*row
the use of readily available biographical information, or account information. Telecommunications carriers
may create a back-up custom€r authentication msthod in the event ofa lost or forgotten password, but such
'back-up customet authentication method may not prompt the custoner for readily avallable biographical
'information, or account information. If a customer gailnot providc the conect password or the conect
response for the back-up customer authentication method, the custorner must ostablish anew password as

Response 18n, compmy's 1PNI policies alloru for a feil, r's!s to esrabltsh e pmsword, all of whlch ensare
complfunee witlr the above parograph, Each method also allows lhe cilstomer lo establish a batk-up or
securlty guestlon In the evenl that tltey forget tldr possworil, In no evml does the Company wse readlly
available btographical informatlon or aceount futormalon as d back-up queslion or of a means to
establish d password or aathenlleute the customer.

(0 Notification of account changes, Teleconmunications cariers must notiry customers
immediately whearever a passwold, customor responsg to a back-up means of authentication for lost or
forgotten passwords, online account, or address ofrecord is oloated or changed. This notification is not
required when the customer infiates service, inctuding the selection of a password at sorvice initiation.
This notification may be through a oarrier-originated voicemail or text message to the telephone number of
record, or by mail to the address ofrecord, and must not reveal tfte changed information or be sent to the
new account information.

Fesponse 19: The company will notify a customer immediately when account changes occur, including a password, a response to a
back-up means of authentication, or address of record. The notitication will be through a carrier-originated voicemail or text message to
the telephone number ol record, or by mail to the address of record, and will not contain the changed information or be sent to the new

information.

described in this



(8) Business Customer Exemption, Tslecommunications carriers may bind themsclver
contracanlly to authenticationregimes other than those described in this section for siruices they provide
to their bu$iness ctstomer fltat have both a dedicated account representative ard a contract that specincalty
addresses thp cariers' protection of CPNI,

Response20:

Section 64.2017 Notllication of customer proprtetary network infortnation eecurity
brcaches.

(a) A telecommunications carrier shall noti$ law enforcement of a breach of its customers' CpNI
as provided in tbis section, The carrier shall not noti$ its customers or disclose the broach publicly,
lvhe*her volunariiy or untler state or local law or these rules, until it has completed the process ofnotifying
law enforcemsnt pursuant to paragraph (b).

(b) As soou as practicable, and in no event later than seven (?) business days, after reasonable
determination of tlre breach, the telecommunioations canier shall electronically noti& th6 United States
!94e1 Sewicg (JSSS) and the Federal Bureau of krvestiga$on (fBI) tluough a conkal reporting faciliry.
The Commission will mainhin a linkto the reportlng facility at http:4Wlw.fcc,gov/eb./Bpni

(l) Notwithstanding any state law to the contrary, the canier shall not noti$ customers or
disclose the breaoh to the public until 7 ftrll business days have passed after notification to the USSS and
the FBI except as provided in paragrapbs (2) and (3).

(2) If tle carrier bolieve s that there is an exftaordinarily urgent need to noti$ any class of affected
customers sooner tJran othenwise allowed uuder paragraph (1), in order to avoid immediate and ineparable
harm, it shall so indicatc in its notificatiou and my proceed to immediately noti$ its affected cuitohers
only after consultatiou withthe relevant investigatiqg agency. The canier shall cooperate with tho relevani
investigating agency's request to minimize any adverse effeots of such suslomer notiflcation.

(3) If the relevant investigating agency determines that the public disclosure or notice to
icugtomcrs would impede or comprornise an ongoing or potential oiminal investigation or national security,
such agency may direct the carrier not to so disclose or notifu for an initial period of up to 30 days. Such
period may be extended by tlre agency as reasonable nqcessaly in the judgment of the age,ncy, If such
diroction is given, tho agency shall notify ttro oarier when it app€ars that public disclosure or aotice to
affected customers will uo longer impede or corrpromise a criminal investigation or national security. The
agency shall provide in writing ib initial direction to the oarrier, any subsequeat extensiou, and any
notification that notice will no longer impede or compromise a criminal investigation or national security
and such writings shall be contemporan€ously logged on the sarne reporting facility that contains records of
notiflcations filed by caniers.

(c) Recordkzep@. ALI crriers shall maintain a record, elecftonically or in somo other manner, of
any breaches discovered, notification made to ttre U$$S and th€ FBI pursuant to paragraph (b), and
notifisation n:ade to oustomsrs. The record must inolude, if available, dates of discovery and notification, a
detailed description of tle CPNI that was the subject of the breach, and tho circumstances of the breaoh.
Caniers shall rptain the record for a minimum of 2 years.

eSpOnSe Zfihe Company has policles and prccedurus ln place t0 ensurc eompllance with Rule 61.2011. Wwn it is
reasonably delcrmtned that s breach has ouuned, tfte CPNI Compllznce Afficer will rwtlfy law
enforcanent and lts customer in the reqaireil tbneframes, A record of lhe bteaclt wiV be mointainedlot
a mlnlmam of two yeus and will inclade all tttformdlion required by Rule 64.2011.


